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3DATA, PRIVACY AND THE INDIVIDUAL
7KHˋ UVWIHZ\HDUVRIWKHVWFHQWXU\ZHUHFKDUDFWHULVHG












VWDPSHG  DV D ODQGPDUN \HDU IRU SULYDF\ WKH
&DPEULGJH$QDO\WLFDVFDQGDODQGWKHLPSOHPHQWDWLRQ

























4 DATA, PRIVACY AND THE INDIVIDUAL
Given the context of ubiquitous data collection 
coexisting with increasing concern for privacy and 
the regulation of personal data, privacy experts 
DUHIDFHGZLWKWKHSUDFWLFDOFKDOOHQJHVRIˋUVW
establishing what good data practices look like, and 
second, proposing ways of securing those high 
VWDQGDUGV7RDQVZHU WKHˋUVW FKDOOHQJH LW LV
important to have a good grasp on the ethics of 
privacy: what is privacy, why is it important, what 
























































Why the Ethics of Privacy 
and Differential Privacy?
















ESTABLISHING ETHICAL DATA 
PRACTICES AND DEVELOPING 
TECHNICAL WAYS OF PROTECTING 
SENSITIVE DATA ARE TWO 
FUNDAMENTAL PILLARS TO TACKLE 
THE PRIVACY CHALLENGES 
THAT WE FACE. 
ٲ
1  Cynthia Dwork, “Differential Privacy,” in International Colloquium on Automata, Languages, and Programming. Automata,  
Languages and Programming, ed. Michele Bugliesi, et al. (Venice: Springer, 2006).
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PERSPECTIVES 
ON THE ETHICS 
OF PRIVACY AND 
DIFFERENTIAL 
PRIVACY









6WDWHV MXGJHV 6DPXHO :DUUHQ DQG /RXLV %UDQGHLV
SXEOLVKHGWKHLUDUWLFOHȡ7KH5LJKWWR3ULYDF\Ȣ:DUUHQ
DQG%UDQGHLVZHUHZRUULHGZLWKKRZWHFKQRORJ\ȠWKH

























































2  Kevin Macnish, ‘Privacy,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 2019.  
www.ie.edu/cgc/research/data-privacy-individual

























DELOLW\DQGULJKWWR OHDGWKHLU OLYHVDV WKH\ZLVK LQ


































The Ethics of Data 
Acquisition
3  Alfred Archer, Nathan Wildman, Huub Brouwer, and Amanda Cawston, ‘The Ethics of Data Acquisition,’ Data, Privacy, and the Individual. 
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual



































THE PROTECTION OF PRIVATE  
DATA DIFFERS SIGNIFICANTLY FROM 
THAT OF PROPERTY INSOFAR AS THE 
PROTECTION OF DATA CAN REQUIRE 





SXEOLF DFWRUVZLWK UHJDUG WR WKH DFTXLVLWLRQ DFFX
PXODWLRQDQGXVDJHRISULYDWHGDWD3URSHUW\FDQEH
WUDGHGEHWZHHQDOOWKUHHNLQGVRIDFWRUVDVHTXDOV1RW









4  Verena Risse, ‘Private Data and Property,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 
2019. www.ie.edu/cgc/research/data-privacy-individual
Private Data  
and Property































































5  Kevin Macnish, ‘Informed Consent,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, IE University, 2019.  
www.ie.edu/cgc/research/data-privacy-individual
Informed Consent










GLVFXVVLRQV:KHQ RWKHUV KDYH DFFHVV WR SHUVRQDO
LQIRUPDWLRQDERXWDVXEMHFWWKH\FDQXVHWKDWLQIRUPDWLRQ
WR LQˌXHQFH WKHP ,I VXFK LQˌXHQFH LV H[HUWHG LQ
VXUUHSWLWLRXVRUPDQLSXODWLYHZD\VDXWRQRP\FDQEH
DOOWKHPRUHMHRSDUGLVHG
$OWKRXJKSULYDF\ DQG DXWRQRP\KDYH DOZD\V EHHQ
FRQQHFWHG WHFKQRORJLFDO FKDQJHV UHJDUGLQJ GDWD
































GDWDȠIRU LQVWDQFH LQIRUPDWLRQ DERXW SHRSOHȢV
YXOQHUDELOLWLHV
ٲ
PERSONALISED TARGETING CAN 
 0xzX¨ÈnÁXà0ٱXÁX³RX((0z
FROM VIEW, AND OFTEN DECEPTIVE 
AND MISALIGNED WITH USERS’ 
INTERESTS.
6  Karina Vold and Jessica Whittlestone, ‘Privacy, Autonomy and Personalised Targeting,’ Data, Privacy, and the Individual.  
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
Privacy, Autonomy, 
and Personalised Targeting










THE PURPOSE OF THE GDPR IS NOT 
TO THWART DATA ANALYSIS BUT 
RATHER TO MAKE SURE THAT DATA 
ANALYSIS IS COMPATIBLE WITH THE 












VHWV KDYH WR WDNH LQWR FRQVLGHUDWLRQ QRW RQO\ WKH






XVHG LQ JHQHUDWLQJGLIIHUHQWLDOO\ SULYDWHGDWD VHWV










8VLQJ ODUJH SULYDF\ EXGJHWV DUJXHV 6RULD&RPDV








Sets: Methods, Limitations 
and Mitigation Strategies
7  Jordi Soria-Comas, ‘Differentially-Private Data Sets: Methods, Limitations, and Mitigation Strategies,’ Data, Privacy, and the Individual. 
Madrid: Center for the Governance of Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual



















































QRWRIIHU DPDWKHPDWLFDO SURRI WKDW FDQ VKRZKRZ
VWURQJO\ SURWHFWLQJ RI SULYDF\ D WRRO LV (PSLULFDO
PHWKRGVKRZHYHUFDQEHSXWWRWKHWHVW%\HQFRXUDJLQJ
ZKLWHKDWDWWDFNVRQSULYDF\WRROVDQGRIIHULQJJHQHURXV





Formal Versus  
Empirical Approaches  
to Data Anonymity
8  Paul Francis, ‘Formal Vs Empirical Approaches to Data Anonymity,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of 
Change, IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
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PUBLIC VIEWS 
ON PRIVACY

















9  Siân Brooke and Carissa Véliz, ‘Views on Privacy. A Survey,’ Data, Privacy, and the Individual. Madrid: Center for the Governance of Change, 
IE University, 2019. www.ie.edu/cgc/research/data-privacy-individual
Table 1: Experiences regarding privacy (All respondents)
EXPERIENCE PERCENT
Unauthorised access to my online account 23%
Credit card number stolen / bank fraud / unauthorised purchases from your account 22%
Being charged more for a product or service than other people 10%
Someone using spyware on me 10%
Someone impersonating me 8%
Private emails or messages posted online without my consent 7%
Public shaming online (people targeting me and shaming me for something  
I did or wrote, or for who I am)
6%
Private images or videos posted online without my consent 6%
Doxxing (private information posted online, such as my address) 4%
Other (Free Text) 2%
16 DATA, PRIVACY AND THE INDIVIDUAL
People care about privacy. $FURVVFRQWLQHQWVDJH
JHQGHUDQGOHYHOVRIHGXFDWLRQSHRSOHRYHUZKHOPLQJO\











People are worried about their privacy, and they 
value privacy not only instrumentally, but also as a 











EVEN THE COMPANIES WITH THE HIGHEST 
RATING FOR TRUST ONLY REACH THE HALFWAY 
MARK OF OUR SCALE.









1% Not at all
HOW IMPORTANT 
IS PRIVACY?







KXUW SDUWLFLSDQWV SHUVRQDO GDWD EHLQJPLVXVHG E\
JRYHUQPHQWVSHUVRQDOGDWDEHLQJXVHGWRGLVFULPLQDWH
DJDLQVWSDUWLFLSDQWVWKHODFNRISULYDF\FKDQJLQJRWKHU
SHRSOHȢVEHKDYLRXU LQXQGHVLUDEOHZD\V WKH ODFNRI
SULYDF\OLPLWLQJIUHHVSHHFKDQGWKHODFNRISULYDF\
OHDGLQJ WR QHJDWLYH FKDQJHV LQ SDUWLFLSDQWVȢ RZQ
EHKDYLRXU
Not all uses of personal data by companies are 












Table 2: Companies’ use of personal data (All respondents)
USE OF PERSONAL DATA MD (MEDIAN)
Sell to Third Parties 2 (Disagree)
Personalise Ads 3 (Neutral/Undecided)
Price Discrimination 1 (Strongly Disagree)
Develop New Products 4 (Agree)
Investigate Prospective Employees 3 (Neutral/Undecided)
Investigate Current Employees 2 (Disagree)
Predict Behaviour 2 (Disagree)
Influence Purchases 2 (Disagree)
Influence Voting 1 (Strongly Disagree)
18 DATA, PRIVACY AND THE INDIVIDUAL
People tend to feel that they cannot trust companies 
and institutions to protect their privacy and use 
their personal data in responsible ways.)URPWKH%LJ
7HFKFRPSDQLHV)DFHERRNLVWKRXJKWWREHWKHPRVW












The majority of people believe that governments 
















Privacy is thought to be a right that should not have 

















10  A.G. Winegar and Cass R. Sunstein, “How Much Is Data Privacy Worth? A Preliminary Investigation,” Journal of Consumer Policy 42,  
no. 425-440 (2019).
Figure 2: 





























































Table 3: Pay to delete personal data: Region
PAY TO DELETE 
PERSONAL DATA
ALL REGIONS EUROPE AMERICA
FREQUENCY % FREQUENCY % FREQUENCY %
Nothing. Privacy is a right 
and I don’t think we should 
need to pay for it.
803 73% 477 76% 288 68%
I would pay a specified 
amount.
205 19% 109 17% 90 21%
Nothing. I’m not worried 
about online platforms 
holding my personal data.
96 9% 42 7% 48 11%
Total 1104 628 426
20 DATA, PRIVACY AND THE INDIVIDUAL
DISCUSSION AND 
RECOMMENDATIONS
21DATA, PRIVACY AND THE INDIVIDUAL
Our research unveiled a few overarching lines 
of thought that bear implications for good data 
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LQGLYLGXDOV WR WUDGH WKHLU GDWD DUH HWKLFDOO\ˌDZHG
3HUVRQDOGDWD LVQRWRQO\VRPHWKLQJWKDWEHORQJVWR
LQGLYLGXDOVȠWKHUHLVDFROOHFWLYHDVSHFWWRSULYDF\WKDW
PDNH LQGLYLGXDOPRGHOV IDOO VKRUWRIEHLQJ UHDOLVWLF
VROXWLRQVWRWKHSURWHFWLRQRISULYDF\
ٲ
INDIVIDUALS ARE NOT THE RIGHTFUL 
OWNERS OF THEIR PERSONAL 
DATA IN THE WAY THAT THEY ARE 
THE RIGHTFUL OWNERS OF THEIR 
PRIVATE PROPERTY.
ٲ
Personal Data Is Not 
Like Property
11  Carissa Véliz, “Privacy Is a Collective Concern,” New Statesman, 22 October 2019.


















































































IF WE INVESTED A FRACTION 
IN PRIVACY AND ETHICS AS WE 
ARE INVESTING IN DEVELOPING 
ARTIFICIAL INTELLIGENCE, WE 
WOULD HAVE MANY MORE REASONS 
TO BE OPTIMISTIC ABOUT THE 
FUTURE OF THE DIGITAL AGE.
ٲ
Investing in Privacy 
and Ethics
12  Y. A. de Montjoye et al., “Unique in the Crowd: The Privacy Bounds of Human Mobility,” Sci Rep 3 (2013); Y. A. de Montjoye et al.,  
ٹXƳƺȇɎǣɎɵƏȇƳ¨ȸǣɮƏƬɵِÈȇǣȷɖƺǣȇɎǝƺ³ǝȒȵȵǣȇǕxƏǼǼيȇɎǝƺ«ƺǣƳƺȇɎǣˡƏƫǣǼǣɎɵȒǔ!ȸƺƳǣɎ!ƏȸƳxƺɎƏƳƏɎƏًٺScience 347, no. 6221 (2015); Bradley 
xƏǼǣȇƏȇƳnƏɎƏȇɵƏ³ɯƺƺȇƺɵًٹ(ƺɎƺȸȅǣȇǣȇǕɎǝƺXƳƺȇɎǣˡƏƫǣǼǣɎɵȒǔ(z(ƏɎƏƫƏɀƺ0ȇɎȸǣƺɀً” Proceedings, Journal of the American Medical 
Informatics Association (2000).
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The following data principles are not exhaustive, 
and no amount of principles can replace the 
judgment of an adequate ethics committee when 
assessing the ethics of privacy in a particular 
context. Nevertheless, these principles can serve as 
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